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zIVSE VIA - zIVM IP Assist

This document describes z/VSE’s Z/VM IP Assist function. The description should be
used in addition to the z/VSE Manual “z/VVSE V5R1 TCP/IP Support” SC34-2640-00
Chapter 13 “Running z/VSE With a Linux Fast Path”.

Overview

ThezZ/VSE “z/VM IP Assist” function provides the z/\VM counterpart to the z/V SE Fast
Path to Linux on System z function (also called Linux Fast Path, LFP) on z/V SE.

The ‘traditiona’ z/V SE Linux Fast Path function requires the user to install, administrate
and configure aLinux on System z system, in order to run the Linux Fast Path Daemon
(Ifpd). On this Linux on System z system, the Linux Fast Path Daemon has to be installed
and configured.

For customers who prefer to not install and maintain aLinux on System z system on their
own, the zZ/VSE VIA function provides an easy to use and ready to run z/VM guest image
that provides al servicesrequired to use the z/VSE Linux Fast Path.

Minimum requirements:
IBM zEnterprise system (z196 or z114) driver level 86 or later
zZIVM V6.1 or later

zZ/VSE V5.1
Z/lVSE V5.1

Application AVM 1P Assist
TCP/IP_ LFP daemon
Stack CM S guest
R v y y (administrator)

z/V SE Supervisor
lucv Y SMSG
OSA E

zIVM V6.1 or later Ve
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z/VSE VIA z/VM guest configuration

The z/VSE VIA guest image must be configured using the SCPDATA operand of the
LOADDEYV directory control statement of az/VM directory entry. The SCPDATA
operand specifies the network configuration that is used for the VIA guest. The
information is formatted in JISON (www.json.org). The SCPDATA must be specified
using EBCDI C code page 924. Usually the VIA guest will be configured to start up
automatically when z/VM starts.

The z/VSE VIA guest is configured to have accessto 2 CM S minidisks:
Config Disk: This minidisk contains the LFPD daemon configuration files (one for
each LFPD instance) and the SENDERS.ALLOWED file. It must be linked as 0D4AC
in read-only mode.
Data Disk: Trace files are written to this minidisk when the user startsatrace. This
minidisk is optional and only required, if the user wants to start atrace. It must be
linked as 0D4D in read-write mode.

The config disk must be linked during startup by the z/\VM Directory Entry. The data disk
can be linked during startup, or can be linked when atrace needs to be started by using
the CP command ‘CP LINK ZVSEVIA 4321 0D4D MR'.

The configuration using the files on the config disk is usually performed through an
administrator CM S guest. This CM S guests should therefore be alowed to access the
config disk in read-write mode.

Example user directory entry for az/VSE VIA guest:

USER ZVSEVI A AUTOONLY 1G 1G G
COMVAND SET D8ONECMD * OFF
COVIVAND SET RUN ON
COVVAND TERM LI NEND #
COMVAND SPOOL CONS START *
IPL 0 1
LQADDEV PORT 0
LQADDEV LUN O
LQADDEV BQOOT 0
LCQADDEV BR_LBA 601

* Network adapters and configuration
LOADDEV SCPDATA '{',

"profiles":["zVSE-VIA"],"'
"netvxorkCards": [,

{ "osM: "all", "linkLocal IPv6": null}, ',

{" (BA '2408", "staticlPv4": "9.152.11.86/24"},",

{" "110" st aticlPv6": "2001: 0db8: 85a3:: 7334/ 64"},
{" h| persocket s "9000", "linkLocallPv6": null},"

I

' "def auI t Gat eway":"y.y.y.y/nn", ",
' N yyyy/nn',"z.z.z.z/nn"],'
" host Name" : " nyServer"'
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] }l
machi ne type and nunber of CPUs
MACH XA 1
OPTI ON LXAPP LANG AMVENG
CPTI ON MVAXCONN 128
I UCV aut hori zati ons
| UCV ANY PRRORITY MBGLIMT 1024
| UCV ALLOW
Standard virtual devices
CONSOLE 009 3215 T
SPOCOL 000C 2540 READER *
SPOCL 000D 2540 PUNCH A
SPOCL 000E 1403 A
Net wor k definitions (use either DED CATE or NI C+VSW TCH)
DEDI CATE dddd vvvv

* COMVAND DEFI NE NI C vvvv TYPE QDI O

COVVAND COUPLE vvvv TO SYSTEM vswi t ch
M ni di sks

LI NK MAI NT 0190 0190 RR

LI NK MAI NT 019D 019D RR

LI NK MAI NT 019E 019E RR

* 191 minidisk is optional
* MDI SK 191 3390 XXXX 007 AUTOV MR XXXOXXXX XXX XHXXXXXKXK

*

Di sk for configuration (D4C) and log file (D4D)
MDI SK D4AC 3390 XXXX 009 AUTOV RR XXXXXXXX XXXXXXXX  XXXXXXXX
MDI SK D4D 3390 XXXX 071 AUTOV MR XXXXXXXX XXXXXXXX  XXXXXXXX

The SCPDATA operand supports the following elements:

profiles (required)
Specifies the profile name. Y ou must use “zVSE-VIA”.
hostname (optional)
String containing the hostName to use. If no hostName is specified the name of
the first profile will be used.
networkCards (optional)
Array of 0-n network cards to use in the guest. Each of the array elementsisa
JSON object which includes two elements:
0 cardtype: OSA, OSM, OSX, hipersockets
String with the OSA, OSM, OSX or hypersockets device ccw or “al”. In
case “dl” isused no other device of the same type may be defined.

o |P configuration: linkLocallPv6, staticlPv4, staticlPv6 followed by the IP

address or null if no further configuration is required.
Defining an 1Pv4 and an IPv6 configuration for the same card is valid.
defaultGateway (optional)
String with the default gateway to be used.
DNS (optional)
Array of strings containing IP addresses of DNS servers.
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z/VSE VIA Linux Fast Path configuration

Besides the z/VM guest that runs the z/VVSE VIA image, you also need to configure one
or more Linux Fast Path Daemons that the z/VV SE VIA guest should run.

The configuration of the Linux Fast Path Daemons (LFPD) is performed using files that
reside on the config minidisk (0D4C) and SM SGs that the user sends to the z/VM guest
where z/VSE VIA runsin.

The administrator can interact with the z/VSE VIA guest by means of sending SMSG
messages from a CM S guest to the z/VSE VIA guest. To prevent unauthorized SMSG
traffic each sender is validated against alist of authorized users contained in CMSfile
‘SENDERS.ALLOWED’ residing on the config disk (0D4C). Thisfile contains one
single z/VM user ID per line. All specified IDs are authorized to send SM SG commands
to the z/VSE VIA guest.

The configuration files for the LFPD daemons must also reside on the config disk
(0D4C). The config files have the same content as described in the officid
documentation of the LFPD config filesin the z/\VSE TCP/IP Support manual. Each
configuration file must have the same file name asthe [IUCV_SRC APP that it
configures, and must have the CM Sfile type 'LFPDCONF.

All configurations that exist on the config disk during the start of the z/VSE VIA guest
will be started automatically. When the startup of the z/V SE VIA guest has completed,
the user can administrate the configurations using the supported SMSG commands.

Sample content of a config disk:

CONFI G 1 LFPDCONF
CONFI G2 LFPDCONF
SENDERS  ALLOWED
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z/VSE VIA Linux Fast Path Administration

The administration of the LFP daemon is usually done using the L FP control script Ifpd-
ctl and the Ifpd-admin program. For the z/VVSE VIA function, SM SGs are used to
administrate the Linux Fast Path Daemons. SMSG is used to send textual messages from
one z/VM guest to another z/VM guest. To alow only authorized users to access the LFP
daemon administrative interface the z/VSE VIA function implements a user verification
system.

The general syntax to send an SMSG to the z/VSE VIA administrative interfaceis
SMBG <ZVSEVI A> APP <CVD PARANG>

The administrative commands will return their output by sending it line by line using
M SG back to the issuer of the SM SG command.

=1 Session E - [43 x 80]

File Edit View Communication Actions Window Help

oD PR 8E w5 2 al &

Ready; T=0.0170.081 14:39:44

smsg usevia app 1lfpd

Ready; T=0.8178.81 15:38:24

15:38:24 = MSG FROM USEUIA : USAGE: SHMSG <GUEST> APP LFPD (START|STOP|RESTAR
T|FORCE-RELOAD | STATUS |STARTDBG)Y <IUCUNAME:>

15:38:24 = MSG FROHM USEUIA = SHSG <{GUEST> APP LFPD {LIST|STARTALL|STO
PALL)

smsg vsevia app lfpd-admin

Ready; T=0.81/0.81 15:38:59

15:38:59 = MSG FROM USEUIA : USAGE: SHMSG <GUEST> APP LFPD-ADHMIH <IUCUMAME> T
RACE START <FILEHAME}> (DEBUG|PACKETS|ALL)Y (SIHNGLE|YRAP) {HMAXSIZE)

15:38:59 = MSG FROHWM USEUIA = SHMSG <{GUEST> APP LFPD-ADHMIN <{IUCUMAME> T
RACE 3TOP

15:38:59 = MSG FROWM USEUIA : SHSG <{GUEST> APP LFPD-ADHMIH <{IUCUHAME> 3
TATUS

There are 2 administrative commands avail able;

LFPD provides the functionality of the Ifpd-ctl script
LFPD-ADMIN  providesthe functiondity of the Ifpd-admin script
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LFPD Command

The LFPD command has the following syntax:

SMSG <guest> APP LFPD (start|stop|restart|force-rel oad|statusistartdbg)
<IUCVNAME>

SMSG <guest> APP LFPD (list|startall [stopal )

The meaning of the functionsis the same as described in the official documentation of
the Ifpd-ctl control script in the z/V SE TCP/IP Support manual.

The 'startdbg' command can be used to get diagnostic information when starting a Linux
Fast Path Daemon instance. The output of the ‘startdbg’ command will show all
messages from the L FP daemon during its startup.

=1 Session E - [43 x 80]

File Edit View Communication Actions Window Help

D A% B = % & ol @

Ready; T=0.01/70.01 15:48:83

smsg vsevia app 1fpd start fails

Ready; T=0.81/70.81 15:48:16

15:48:19 = MSG FROWM USEUIA : STARTING LFPD (FAILS): FAILED

smsqg vsevia app 1fpd startdbg fails

Ready; T=8.81/0.81 15:48:35

15:48:38 = MSG FROM USEUIA : STARTING LFPD (FAILS): FAILED

15:48:38 = MSG FROW USEUIA : STARTUP LOG:

15:48:38 = MSG FROWM USEUIA : LOGGING STARTUP HMESSAGES TO FILE "/THP/LFPD-CTL
2854 THP' .

15:48:38 = MSG FROWM USEUIA : READING CONFIGURATION FROM FILE '/ETC/OPT/IBH/U
SELFPD/CONFS-ENABLED/LFPD-FAILS .CONF " .

15:48:38 = MSG FROM USEUIA : IUCU_INITIALIZESOCKET: ERROR: THE BIND CALL FOR
THE AFIUCY SOCKET FAILED: ADDRESS ALREADY IHN USE

15:48:38 = MSG FROM USEUIA : ERROR: COULD'HT IHITIALIZE THE SOCKETS.
15:48:38 = MSG FROWM USEUIA : STOPPING TO LOG THE STARTUP BECAUSE LFPD IS ABO
UT TO EXIT.
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LFPD-ADMIN Command

The LFPD-ADMIN command has the following syntax:

SMSG <guest> APP LFPD-ADMIN <IUCVNAME> trace start <FILENAME>
(debug|packetslall) (singlejwrap) (maxsize)

SMSG <guest> APP LFPD-ADMIN <IUCVNAME> trace stop

SMSG <guest> APP LFPD-ADMIN <IUCVNAME> status

The 'trace start' function starts the LFP daemon trace to a file whose name must be
specified. Thistracefileis created on the CMS mini disk 0D4D. The file name must be a
valid CM Sfile name without the file type. All following parameters have the same
meaning as described in the official documentation of the Ifpd-admin program in the

z/V SE TCP/IP Support manual. All parameters are optional and can be specified in any
order.

Before atrace can be started, the user MUST attach adisk with the CM Sfile format to
the device number 0D4D. The disk can be detached after the trace is stopped. The textual
LFP daemon trace iswritten in BINARY mode to the CM S disk. The trace file is not
readable on z/VM.

Note: Only one trace can be started at one time.

Page 7 of 8



© Copyright IBM Corp. 2011, 2012 ZIVSE VIA - ZVM IP Assist

Support

The z/VSE VIA function is fully supported through regular IBM support facilities. For
problems with Linux fast Path, customers should open a problem record (PMR) with
IBM Support.

Trademarks

The following terms are trademarks of International Business Machines Corporation in
the United States, or other countries, or both:

IBM Sysemz  z/VSE ZIVM

For acomplete list of IBM Trademarks, see http://www.ibm.com/legal/copytrade.shtml

Linux isaregistered trademark of Linus Torvadsin the United States, other countries, or
both.

Other company, product, or service names, may be the trademarks or service marks of
others.
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